amd64, hydra4, crypto_kem, key size, ciphertext size

Horizontal axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).

Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).

“I€1" means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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‘B’ means that the SUPERCOP database does not list constant time as a goal for this implementation.

220
219 \
Eloddnanhattan192~ _ \
-~
/Mllnersenne756839 o
-hqc2562\ \
218 i /MBranstakers216091 / \
m inasploiscea, ' frodokem1344 (aes ;shake) / \-oddmanhattan256
/ /
Mlhqc o2y i Mt odolfen640 , o by
17 M cdaken3264, \ linqc2561 I / / \
\ -ledakém32sl\ \ | / / Jranstakers756839 \
- \
B cdaken1264 \ \-hqﬂb\”\ L / / L4 _JIGH-5015kem0d \
/ -
Ml1ockers \ -ledakemcpa53\ \ [ \ ! / Jllpqrsals _ \
216 \ 5 \ | (I / JH¥odokén9T6. /. - : :
N G cdake cpa33\ \ \ \ X \ \ e \-oddmanhattan128
-r5n11 emody  \ Vo I
-hilaﬁ\ N EECHEL: k 13 k\ \ \ W | | frodokem640 (aes,shake)
\ TSI\ NN \ \ \ M1 inasp2062cca
15 Mllkindi512222\ \ N \ hh‘qc\QSl\ AN AN \ \ \ | | es,shaﬁe)/
2 : E . AN ledakemncpasd2 \ . ;
N & sntrup{277p \ VAV \} \\0 \ \ \ \ \ | _ Mlliinaspi306cca
\ \\ \-1ma2124c | -~
hew\hopel\02<lcca \ \ \p A\a\ \ \ \ | - L —flltitaniumccasuper
N N _ledake{lcp352\ \ \ \ \\ \ hn | /-llmas/pl%22cca - —
214 Wl trulpri277. N \ [ERER \ oy 1ma2p2048cca/ -
\ \ \ 1 __ —Jll1edakem53s1
llkindi256342< NN \ -J\edake\m1\2§l\ N A \ _ - —
~ N N T5n13kem0 — _ -
AN N\ —
~ ntruplus1152 i 512324\ \ W\ \ \\\\\\ \\ &]‘\ d\ — B - == _ Ml cdaken5364
\ 4 - = - = Sl .
5 Elntrulpriol3~ - ~  Ellockere § \ W\ \\ \ \ ‘ - _ - PR - /-1£daj;_em5-45‘f B —lltitaniumccahi
2 -Q:Lkell\ < < NSRS ﬁle\ua](?"ﬁhe% e — oo [l edaken5464
Elotrulpross =~ -J \\\\\ o L o /:/:"’/-’ - e
ntrulpr: ~ ac256\ N \ AN = = — — ledakem33sl— —
~ \ \ _ _ 9= - = = — = titaniumccamed
~ _ kyber(\g(}s_) ~ \\\\ NI Y o e -
(, Il entrupl013 \ R SR e — B o
212 ) sntr P \\ \\\\ \ » \¥ o P : o= I ——-ledakem34sl S —flltitaniumccastd
lac192— Eliocke ledgeend364— — T . “titaniumccalite
- TS ™o RN jledakems‘f - _ = llevd_akeﬂS‘lfA— - — - -
Ellrenblem1056— $ ° — === - - =
=R — \\ % \ e — — S S S P —JlCHl1 edakemcpabd _ _ - — —Mhedakemidsl
(, ) sntrup953 Bliockers— _ » - e — e T T L - - = = —
=~ < o /-ledakem1364 \-tltamumccatoL i - =
Bl1locker3— __ i \-lockerg/ _
211 . | by '/ o — H : 3bears1248r2cca, Sbea,rs12.'2;’@3792-3bear51248r20pa,-Sbears1248r2cpax
T — — - - T T - =T e a6 - e = = = —Jlll1 edakem1464 -
— Ellrexblen928— — _ == - - - - - — — 7 - = " - __ — —Jll1lotus192
nevhopebi2cca T -rrtru;pn&57 L T g% o - — — — — G cdakemcpal2 - — —:— — — —JBHedakencpa3d e — — — — — =
ugthb
- P —liotus128
210 : L T T T H 3bears936r2cca), 3bears936r2ccax, [@ll3bears936r2cpa, [@Hl3bears936r2cpax
Wlotrulpressi— — — — — — — — — & — T ogmooen ntruplus864
EMGH-Sndskensd— — — — — — — Mlnertsaverz— T T T T (Entrunpsaoeesei T T — — — _
EECH sndikem0d— — — — — _ - P —JlIGEl - 5nd5kem0d:
Mlntrukemdd3— — — — — — — — — — = — N - (, Il sntrup8s7 _ MlIntskem13136
29 Wlsikeprsi— . — = .. .0 T~ : v \-ledakemcpag_ celiecs6688128pc,moeliece6688138pct , Mllnceliece6688128pct
- = - - \-ledakemc al14 — =Jlllbigquake5
G 5nd1kemdlongkey— — - = - P &d -
- ndikensd - = _ , mceliece8192128pc,mceliec98192128pcf,-lncelie098192128pcf
r5ndikem5d— _ - _ -
- - _ - ///// - ntruhrss701 I
3 Ellsikep610— — _ - T “~llntrulpr761 |
2 Lol T
— T e T < Y 761 -bigquakei%/ mceliece6960119pc,mceliece6960119pct , Mllmceliece6960119pct
- -~ - s
s ikep751comp— -7 T~ //// ,
T T i kyber (,905)768
—
EGE r5nd0ken2iot— T P s ntruhps2048677 \ . | - mceliece8192128,mceliece8192128f , [llnceliece8192128, lllnceliece8192128f
27 T — 1‘{ 5 (, @) sntrup653..... N Ilbigquakel ¥ ) ~
_ P _ ( -)ntru 5048609 Eeabors -
- - -1 \EEIGHr5nd3ken0d mabeT N
Mlibeamﬁ24r259ax -3bearse‘24r2c;/a -/Sbe
llsikep503— ~ _ ~ -l/akeQ/ ntruplus576 celiece460896,mcelieced6 ¢460896pct , llnceliece460896pc, lmceliece460896pct
26 /-Sike Saeony” kyber (,90s)512 celiece6688128,mceliece6688128f ,[llnceliece6688128
X - /P -rsa2048/ mceliece348864 Tece348864f ,[llinceliece348864fF
-SlkeP50350mP-sikep434/ smaugt 1 mceliece348864pc,mceliece348864pct , lllnceliece348864pct: mceliece6960119,mceliece6960119f ,[lllnceliece6960119f
25 : : : : :
20 21 22 23 24 25 26 27 28 29 210 211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230



