riscv64, riscvunleashed000, crypto_sign, sign time, signature size, excerpt for NIST Post-Quantum Cryptography Standardization Project

Horizontal axis: Time (cycles) to generate a signed message given a message (crypto_sign). 20240219
Vertical axis: Space overhead (bytes) for signing a long message (at most crypto_sign_BYTES).
‘B’ means that the SUPERCOP database does not list constant time as a goal for this implementation.
217
Mlsphincsf256harakasimple— .
~ -sphlncsf2565hake256robust\
T~ — Ellsphincsf256sha256robusts \
_ _ ‘e - N \
216, . : e e T PR . <
Mluqdss6d— — lsphincsf256shake256simple— _ =~ _ N N \
i . T - — : =~ AN \
Elsphincsf256sha256simple— — — — — . _ _ _ _ _ _ . _ P - o -eo ‘ *
Mllsphincsf192shake256simple— __ _ \ \
T T - - \
215 e _ - - “ee * Q\\\ \-sphincsf256harakarobust
— — ~
_— - — \ N ~
— ~
dilithiumSaes _ - — i \ N T~ - _ »
i i — — N
— /-Sphlncsf192sha25651mple _ \ N b ~llsphincsf192shake256robust o -
-7 _ - \ N P
s - e | N P
ilithiumb Blqdssis— -s/ph{hcsf128sh3256robust\ - N _
-~ - \ AN -
_ - - -~ ~ \-sphincsf192ha}ak/arobust
14 - - N A ﬁ <
2 dilithium3aes Elsphincsf192harakasimple~” - _ - - _ - / / / | e
- - / 7 \ L7
_ P e Vi Y / \ a
- - _ Y2 , / | EMsphincss256sha256simple”
dilithium3 — e y
- P / / \
[— . — - / / /
sphincsf128sha256simple— ~ 7 \
P2 i / Vi -sphincssi\28harakasimple— - — - —_ _ _
- T T T = = =
213 -qteslan\ P o / / /' // \ : B o — = /
/
\ lsphincsf128shake256simple” 4 , / ! _ 7 _ - 7
\ / , \Mlsphincss192sha256robust P ~ /
[ S / / - e 7
' T / / / -7 - /
\ ~ Y / / P s 7
s ~ v
dilithiunZaes \\ _llqteslalp - ~Mllqteslasp -sphincsf128harakasimp1e/ / / / Ellsphincss128sha256simple” g - / g
~ e
~ / / / /
912 \\ - 7 7 4
7 Mllsphincsf128shake256robust’ - /
\ - P < /
\ - P /
_— — —Mllqtesla3 /
Y [ 2 g - == drestess -sphincsf128harakarobust/ 4
- — — - 7
Ve /
s /
\ Mlsphincss128shake256simple” /
11 ilithium2 /
2 /
-qteslal\ v
AN i /
N - _EEfa1con1024dyn llsphincss128sha256robust
. - =
- _ __ e — 7
210 T T == —fllfalcon1024tree
_flfalcon512tree
— - g
e _ _ —MEfalcon512dyn
i - - -
— -
_ R
[ 2 o —
29
220 221 222 223 224 225 226 227 228 229 230 231 232 233 234

https://bench.cr.yp.to



