amd64, zen3, crypto_sign, sign time, signature size, excerpt for NIST Post-Quantum Cryptography Standardization Project

Horizontal axis: Time (cycles) to generate a signed message given a message (crypto_sign).
Vertical axis: Space overhead (bytes) for signing a long message (at most crypto_sign_BYTES).
‘B’ means that the SUPERCOP database does not list constant time as a goal for this implementation.

219
18 Mllpicnicl3ur o
2 -picnic15fs\ e ~Jllpicnicl5ur
[ TR AR i cnic2150s
ip.i\cniclsfull\ - AN \ /-sphincszSGharakarobust // [llsphincsf256shake256robust
N ~ N s
17
2 Bloicnicl3rull ~ O > e o % -sphincsf1925hake25ésimple\ / P -
picnicl3fu
o ~ N N -sphincs&192shaki256robust\ / e
-~ -
~ ~ / hingst256shake256simpl
Elpicnicliur— = > N \d. / \ \ /-SP ings sha e/ 6simple
- ) / / -
216 < [ : / \ A / o _Mllpicnic213fs
Mlnqdss48- ~ / sphincsf256harakasimples \ \ / _ -
~
o / \# \ \ é ‘./ = - _ llsphincss256shake256simple
~ ~ —
. . - _
Elpicniclifull— — _ lSPT ncsf192harakadinple— _ _ ~ e » | » s - _ —sphincss256harakarobust
215 : T e o O : e . | S e T e 7T
/ — - [ T [ e _
/ _ - ’ I L4 > — — —Mlsphincss256shake256robust
Elqtesladp, hincsf199harakarobust~ I b
N -/56 incs 9 arakarobus I | = ~ - ’-sphincss1925hake256robust
- —
214 dilithiumb, : N -picniCIst/ .. ,’ | ) ' : L] °: ~ L o o —
y ~ IMllsphincdf128shake256simple” / ~ >
igicnicllfs _ - [t | | ~ ~
dilithiumbaes — - | ’ / | \ “~llsphincss256harakasimple
N - - | >~ ) )
-sphin&§f128harakasimple/ - _ - / I -splrincsf1283hake256robust/ | { “Mllsphincss192shake256simple
/
13 llgtesla3s. N i |
2 dilithium3aes . A N -SphinCSf128harakarobust/ / | | ! , * | ! K o« o
/ ] Wpicnico11es. |\ | | \
\ o p N
theslaﬁ%f / | \ | \
N N 7 qpicnic315’ r I \ | | \ \-Sphincss1285hake256r0bust
212 I \ -picnic3ll/ | I N\
dilithium2 . ithiuma\. | N | i _sph?ncsleéharakarobust .
AN -picnic313’ |
‘ [ S e ~ - // | -sphigcssl92harakasimple AN
-~ - \
oll i - Bl u0v6468330 | I -sphincsslSJQharakarob\{st
qteslalp |
Mllgteslal~ (] / | \Ellsphincss128shake256simple
=~ /
A \ . ) |
o1 cont024 - == d (N /-1\10\1863256 \ -sphlncssl28harkaaslmple
10 - : : alcon tree : N \
2 T N / \ -luov8086399/
dilithium2aes falcon512dyn~ N
=< /
~ Nt alcon1024dyn
e ~ j024dy /L uov811740%
Blfalcon512tree— — - / / \
29 : : LY (4 \Ell1uov4849242
.\ \ I o -gem55256v2\
El1u0v863256pc— __ N / ~ |
== N1 uov890351 ~ Illbluegenss256v2
- e uov: 9\ N pc ‘ - - s 3 \\ |
Uuov:
28 : L FbluegemssZEG ! /-gemSSQSG
lrainbowsc— _ \-luov8117404pc \ \ /
- - o \ |
i — | /
B2 inbowsc = — -e . /-redgem55128v2 -bluegem55192v2\ \\ | /-gem55128v2 \ /
. _ , N \ / boid
_ /’ - ~llrainbow6b / N\ \ | _gem/ss128 | /
AN
—
Q Ilrainbow6a— | e / N\ \ I : / | /
\ \ Iy
e \ / ) o ¢
26 > ] \\ \ -rainbowsb‘ \ - cdgenssho2va ’\ N N N (]
= ~
- g \- inb \1 rainbovda / . ! A N ) [ § I e e — — — — — —llgenss192
rainbowtic |
X _ - \ Mllredgenss128— _ / -re/dgem55256v2‘ N \-bluege‘ms/slSQ -~ -
lrainbowia : — ‘ / Nlllredgenss256 / ™
25 \-ralnbowib i V; _ e “ “~llgenss192v2
/ bluegemssi28— —: o= -
Mllredgenss192 T2 € — —Jllbluegemss128v2
24 : :
29 210 211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230 231 232 233 234 235 236 237

https://bench.cr.yp.to

20220218

238

239



