https://bench.cr.yp.to

amd64, spawn, crypto_kem, enc time, ciphertext size, excerpt for NIST Post-Quantum Cryptography Standardization Project

Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc).

Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“I€1" means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive. “Hll’ means that the SUPERCOP database does not list constant time as a goal for this implementation.

215 . .
_Mllhqc256
jhqc256round4 -
Woct92rounds /F Wocrmerss __ . — —Rrodokeni3tsacs
- i
-150256\ -hqc128round4\ -hq0128| hac12di | > o — o _
c ~ — — — _
ntrulpri277, \ 1 cdakem1 264 \ it W ~ . — — — g6 - - = _
rpnlikemOd - - - - rodokem shake
-newhop\61024cca\ \ | ? Vi /./ P . — _EEhqc2se2 —Hllirodoken1344shak
14 3Rears936r2ccay \ \ EEGHbike13 A ! / O — T i ~—lfrodoken976aes
2 kyber102 \ \ | \ I / Olgigl LI o
\  EEGHhilas, \ \\ Wlqernrs128, \ \‘ I 1 ¢ e« — = -——__ _ T T -
ntrulpri013 \ \ \ | 1ddakemcpa32 | / - - e T T = - T ==
hqc1922 -~ - - - — — — - —
\ \ . \\ \ | _ \ R | / - — — — —lillhqc - - < —llfrodokem976 — —Jllfrodokem976shake
\ \ \ | / ..\\ . T~ — T -
\ \ \ \ \ | | _1e\1\akem1§e4 l | | N .?.\\\\\ -~ — —— _ _ _ _ - LednkonsTEL — _ -
h 512 ~ -~ — -~ -
Illnevhope512ccay -lez}a\kemq\aw\ \ \ | | | . » ‘ | / o~ & -7 = - _ - _ —Jllihqc2561
N O~ - _ - - - _ —
213 ntrulpr9s. \ \ \ \ I | | \ | N T QT T T G 5n15kem0d
\ \ | \ L § JMllhqcrmes192 ~ ~ — —
AN \ \ \ | | | _led\akem12sl | \ N e ~ ~ i ~ -~ ~ - - —
N\ vy vl RN \ | ol cdaken’2sl ~ \\ <> SO =~ —Mllhqc192 -
\ \ \ \ | L | \ ‘ | é NN ~ > - > ~ie o~ - — —Ellfrodokem640shake
\ 1 cdaken5364 \ N o ~ ~ T~ T~
\ \ 1 B NN > ~ ~ ~ = 1921
N S R o de N TEE R DR N e
\ \ \ v | [ | o N e o NN N N ~ N ~_ ~ _
sntrup95. N ~ N NN ~ ~ ~
212 \ \\ \ | I | I ledakem$3sl: N ~ = : \-1ed§k\eu}54\64 N AU N > < ‘-frodokem&waes\
A \ \ ‘ | ~ % ~ N\ AN A ~ ~ ~
WMy | ¢ / LY NLSEN O~ \ N N S~ 0N - ~ _
N \ \ \ ledakemgpabdy @& N N N N -~ ~ \-Bénlakem(&d ~ ~ N ~ N ~llrqc256
Ml trulprd591761<, N ~ N N NTON ~ N N ~ ~ ~
P \ | / ( N N ~ ~ N
~ AR ) N N N - N N ~ “Ell1edakens3s1
ntrulpr761. WA | \.\ ~ N N N N ~ - N N =
~ AN
\ \ | é LN - N oS N T “Mllledaken33sl N ~ £ rodokem640
Y lledakentdsh N\ N N N N S
11 N N N N
2 . o ¢ \d hRN \\ N \\\\ Nl “Elliedakem54sl L
N /-ledak\emlﬂﬁd‘ N ~ N N ~ N
e — — N NN Ny “llrqc192
o \ NN N NN N
kyber76: - = *_%edaken{cpaéél N N N \-ledakemQSGJ‘ ~ ~ N N
-rol}\oiil\28\ N N ~ N \\-leaak\em3264\ N 1 edakem5264
N s ikep751,
ntruhrss701: \ N ~ N ~ Prody
AN N
\. 3bearsizdgr2cpa N\ ~ > “Ellrc128 \
210 kyber90s768 _ N N N ~ N N N |
- = 'Y & O s N T~ N h ~ M1 edakem34s1
Ellsntrupa591761— ’ SO~ - ~ElGE5nd5ken0d N AN N \
~ N
M Y LN N NN ~ \Elo11%ii192 N N ~ ) |
ntruhps2048677- y N N < ~ . =~ N N N ~ -slkep610\
/ , . N N . N ~ >~ \ N “EIGH ¢dakegcpas3 \ \\ [Jm—
~ sike com
N ~ ~ \. N P P
1101256
kyber90s512: / ’ \ N N NEEHEro10i192 N ~ ~ElCHEro 01\ N “NEMICE1 edakemcpa52 \ . P ~
N
0 , /..\ / \ ~ N N ~ - N N \-ledakem3464\ - \ Ve
5nd3kem5d : sikep503 P
2 sntrup653 , 7 -n}:rukem443/ \ EIGE - 5nd3ken! \-rSndskﬁLO( L N \ ® _
~ llroll0ii256 \ e
ntruhps2048509 / / \ G 01101128 o >~ _
Y p / ’ \ celiece460896pc (, mcellece668812\8pc - - ‘ p ’
/ y ; \EEIGHr5nd 1kemdlongke “lltruken743 N » 7 /
/ Mot skem13136 > - bd
ntrulpre53 y / _r;‘m{iokemhot/ _ - ~MCH:5nd5ken5d / - / /
, - mceliece6688128pct / [ 3 ; /
8 P2 /
2 y eliece8192128pct s i kepa3y/ / /
3bears§24r2cca bd ,
El1aci128” r5nd1kem0d” mceliece8192128pc , 7 / -sikep751comp/
/
1 /
Sbears624r2ccax meeliecedons siceliece6960119pct ) ., /
-r5nd1kem5d/ llsikep434comp /
-Sbear5624r2cpax celiece6688128f /
27 mceliece348864f e mceliece6960119pc Ry —
N celiecef60896f
mceliece8192128f
mceliece348864 \-ntskem1264
mceliece6960119 N mceliece8192128
1i 6960119
celiece348864pc (,f) cetiece “llint sken1380
26 : ;
211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227

228

20231218

229



