amd64, margaux, crypto_kem, dec time, ciphertext size, excerpt for NIST Post-Quantum Cryptography Standardization Project

Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec).

Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).

“I€1" means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive. “Hll’ means that the SUPERCOP database does not list constant time as a goal for this implementation.

https://bench.cr.yp.to
20240912

215
/-frodokem9765hake
lhqc2561- lqc2562 -
~N 7
Ellsntrupss7, 5n15kem0 ~ / _Mlihqc2563 - e r.
G501 1kemOdy \ IGE5n15ke q - } P /-frodokem64,0 - _ - —— _ _ _
\ Elhqc1921 ~ - - =~ T T — —Elifrodokem1344aes
ntruhps2048509) \\ Elsntrup76l, \ |Eac256 et ~ -« / ~ -
N ~ -
214 Fm:rulpr857\ \ [ : \ -hq51922 o / o - o S
kyber102 nceliecedto2llbpeulpresd \ | s | e 1281\ | / == - " ~MMlfrodokem1344shake
\ \ = - — _ _
-r5n13“kem0d\ \ \ | sntrup953 \ | /-frodoﬁem6405hake T~ _ — —lfrodokem976
/ Ve P / ~Hlltrodokem976aes
\ .1a<:192\ | » / il rodokem640aes
/ / — - — — — — — — — - — = - — = —fll1 edakem52s1
\ ntrhhps40‘96821 | ¢
Bver2, | / [ /Ml edaken32s1
/ /-ledakemcpa12 ledakemcpa52 _ —fll1edakem5264
13 \ i C: R
2 EGH 5nd5ken5d. N ‘ / / lsntrup1277 /-leda,kem1364// o — .
h A ! /" EEGH1edayencpasy Y /2 e e e —Jll1 edaken53s1
) 3bears1248r2
[T \3bears1248rgccax | « | icdakentzes ¢
N / | / 1 edaken3264 o — — — —lledakensssl
N kyber80s76 I / | | /Mledakpni2sl P o
N | I-nVrulprQS | / / - ¥y - - 0T - - - - - - = —Jll1 edakem5364
N sntx?;up1013 | /
\ | Y Ll - __ - _ _
12 [BRI3bears1248r2cpax, N | /-ntrulpr1[277 y / — — _ T = -
2 N | i / | | / /-ledakem1351 - _ _ _ T~ “Hlledakem33sl == —lledaken5464
3bears936r2ccax /.ntr\ylprl()liil ™ / y _ - = _
N | | / / , o =~ — — —fll1edakem34sl
[GRI3bears248r2cpa AN / | / locker9 ~ — - & _
P | | 7 o - S .
) | / P /S ~ T~ _ - -———_ _
¢ s/ _ fll1locker8 < > ~ _ =~ — —JllCHbikel3
[GRI3bears936r2cpa: | sntrupl277 Y v _ - ~ >~ -~ _ -
211 ‘ / ¢ /; I Jledakemz;\sl ~i_ -~ ~ —Jll1edaken3364
—_.. -~
- _ _ _ _ ~ ~ =
kyber768 e T T e == —lGH1 edakemcpa33 >~ T~ —
.\.\ > ~ - ~JlGHl1 edakemcpa53
IGE - 5nd3kem5d — ’-5“'51”“?15\13 AN - _ N >~ P
llnevwhope5i2ccas L N NN — —lEHbike1 N ~
BHlsbearsosoracpar—w- o N Bockers® N NN ~ L cdaken3464
— NN N
3bears624r2cca: N Eliocker2— @ o VN \ NN - — — — — —Jlntrulpras91761
10 3bears624r2ccax: e = \-locﬁerél \ NN >
2 < mEc: 4
- ledakemcpab
T .« edes L . ;
A J / ~ -~ — —~
~ T T o h A ~ ~Elsntrupa591761
kyber512 m EECH:5nd3kem0d” \ \ SNt - i]\edakemcpam NN nerup s kep610.
- ~ NN AN
[BBI3bears624r2cpax’ I _ - ? \ \-ntrukem743 ~ - R ~ \ \ . NN N
_ _ ~
EECH:5/d1ken0d— — =7 _ / \ * N ~ N “Hlllockert NN o — — — — —lllsikep751 N
_ - o ® - mceliece8192128pc N > > \ p NN h
29 Lighteabera— T S - Bl trukendd3— \ ~ % < >~ N Ell1ocker™ N N R sntrup4591761 N .
- - Bt ruhps2048509) \ mesliece8192428pct N “EGH1 ake3 N
- ~ mceliece6960119pc ; ~ \ N
Sndikem5d— _ P3 P _ /-mcellece819\2128pcf N e N QL ? e o
- i \ ~ \ll1ockers o sikep:
= — - Ellnceliece6960119pes _ 7 _ —Mlintskem13136 N AN N N | - —
3bears624r2cpal ~ P — ~ ~ N N
_ - /'ncellece6960119pcf\ — celieceG\E88\128pcf N N \-leda}Qm1464 | p bd
N
-7 s ~ ~ e N \-lecpakemcpa34 v
28 G 50 kot Longkoy ~ - mceliece6960119pct mceliec666\881\28pc ~ N | y
e N \ N
e i ~ /
P nceliece6960119f celiece6688128 N N \-leQakemcpa14 N | ? P
- mceliece6688128f ~ \ N | | s
- - _ .
~“mceliece348864pct mceliece460896pct — = ——@ - = - _ ~ N \ \-slkep5‘3 -l ) s
P _ B - = T T — —EEinceliece6688128f ~ \ sikep610comp
ECH 5nd0kem2iot” Mlluceliece460896pct— e Lakeon |
Ml tskem1264— \ c: |
- e N \-sikep503comp | |
2 Blinceliece348864pc— — — — — — — — — — — — — T — T T — & 7T 7 N -sikep751comp' |
. — . \ mceliece8192128 i
Ellnceliece348864pct— celiexe348864pc . celioced60896 -slkep434comp
Bllncelieceddsgps— — — — — — — — — — — T T T T T T T — llatsken1380 celiece460896pc
celiece, /‘\ celieced60896 P
mceliece348864f mceliece348864 mcelieted608961
26

213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230 231



