amd64, icelake2, crypto_kem, enc time, ciphertext size, excerpt for NIST Post-Quantum Cryptography Standardization Project

Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc).

Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).

“I€1" means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive. “Hll’ means that the SUPERCOP database does not list constant time as a goal for this implementation.

215

214

213

210

29

28

27

211

_ —llf rodokemi344aes

llhqc256 _
G 5n1 1kem0d, M qc2563, P B -
~ -
\ r5n13kem0d ~ o e _ _ _
-ledakemcpasz\ -hqcrmr5128\ -1edakem3251 \ _ haco562 - = - - _ _
\ / P i - = g — —Jllfrodokemi344shake
\ Bl cdakent3s] \ Mlhqc12g | N -
sntrupl27? N \ \ /' o — —llfrodokem976shake
N ECHbikel3, \ \-ledak\em3264\ | | | L.\\ Celel L L
| [ akemcpaiB\ N\ \ \ \ \ \ I -111101281 i ~ \.\ — : - - T —-- \1_ T T e == - i
ntrulpr95. \ \ N -ledakéMCP653\ \ \ \ || | I / t > \-hqcrmr2256\ - T - :\\ — —Jllfrodokem976 — —HMllirodokend76aes
A \ A ! I T - - - T —ie
kyber102 Eicdskentzes, .\ . 1edake\m [N . T S e R = - ~ —Hlinqc2561
~ — — — —
\ \ mac: PN - | LU N NN - _ _ — —illingc1922 - — _
Ellnevhope512ccay \ \ \ \ oy | Py \ O \\ - >~ -~ — - - _
~ - — - _
irouoii192\ Neveeoy S Ny I | | N N L T T ~JlGHI-5n15ken0d
\\ \ \ \ \ \ \ l 1 ‘ \.\ N LY N N h <0 : ~ : ~ T - — = —ltrodokem640shake
sntrup953. \ NN \ \\ T: edagem5asl~ \ NN ~ ~ ~ ~ _ - _
\ Vo ¢ RECEND NN NN = -
-lekoemiQSI\ \ \ \\ AN N ~ N ~ ~ ~ T~
\ NN N “ NN N ‘\\\ N >~ o ~ ~Jll1edakem52s1
: \ \\ \ ! \ \ \ ~ N -thrmrsigz NN ~ - ~ - -~ ~
\ VN e e o ~ NN ~ ~ T g
~ qc2586~
Il trulpra591761s NI A\ \ e \ b S \-1edakem52%4\ - N N ~ o ~ _ \
kyber90s102 A . v . N NES > ~ N N ~ > ~Ellhqc192
N A\ -~ ~ aken! ~ ~
N N \ e ~Hll edaken3364 ~ S EEedakemsssiy ~ ~
N AN \. »\ \ \ NN ~ ~ N ~ N ~ £ rodokem640aes
\ ~ ~ ~ N N
NN . \ NV \El1 cdaRen33s1 ~ ~ N ~ ~
NN AN & .Q - N ~ ~ - ~ - ~ “Mllrqc192>
S LI T~ NS ~ Nl edakens364 RN
— o NN RN T ~Ellledaken3a6s” ~ N ~
ntruhps4096821. Y N ?¥ .\ e ~ o~ oo N ~ ~ < N R £ rodokem64Q
~ N ~
| G ke11 N Nllrolloiil28  ~ : - N ~ N RN Nlllhgc1921
~
Mliaci2s~ _ \ | é ~ > NEllrqc128- ~
\ ’ ~ N - ~ ~
~ “~llrol10ii256 ~ ~
ledakenicpa34” ~ N ~ N ~ -
N - / ~ ~ N Nl edakem34s1 ~
. lac192 , ~ ~ =
R ‘ P ~ N ~ - Ml edakem5464
» C e T
v ledakemcpa54 .
kyber90s768 e , ~ N /-51k9p434comp
7
— 19567
Ellsntrupa591761— /-r01101256 3beare936r2cpa “~Elllocker? /
- . 2 /
7 e Mlsikepd3s .
sntrup761
p _»° N , / / .
—
- 4 N 3bears1248r2cca / ,
—~ e / \
kyber90s512 _ 2 y / |
-~ 7 / \ Q
_ ~ L / » / | \
ryndikemdfongkey— Ve N & / \
ntruhps2048509 _péeliece6688128 N N / / ll * \ \
N / \ \
ntruhps2048677 mce}ie/ce6688128f N N N N N “lllocker1 / » | |
P \ N N / / | Mlsikep7s)
kybers12 N N “NEMGEIr5nu5kem5d 7 i \
¥ e N 3bears936r2cca/ ‘ |
mc/el:Lece6960119 ® N N N / | . .
sntrup653 / N N Ledarentasa / ; | sikep751comp
ECEIr5nd1kem5d” \ N N N L / / |
“EEH - 5nd0ken21dt N N N y , ) J l
nceliece460896£ N - < “EGH - 5nddken0d , , i kep61 |
N
. ~ DY N |
nceliece348864f celieced60846 ~ o “Mllatrukends3 N NEICH1ake2 [l kep503comp” |
N N /
> J ~
~ tskem13136 N i
_ celieceB1921288 “letoken N s ikep503/ s ikeps10comp
-
mceliece348864 - celiece8192128 ~ “NEIGH akel
_ - 1 iece6960119f “lntskem1380
Bl tskem1 264~ meeciece
212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227

https://bench.cr.yp.to

228

20221012

229



