amd64, hydra8, crypto_kem, dec time, ciphertext size, excerpt for NIST Post-Quantum Cryptography Standardization Project
Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec).

Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“Il€1" means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive. “Hll’ means that the SUPERCOP database does not list constant time as a goal for this implementation.

https://bench.cr.yp.to

215
_ —llfrodoken1344aes
Mll£rodokem976 - -
£ rodokem640aess I-frodokem640 _ -
/ e 2 - — — — — — —Jllfrodokem1344shake
\_r5n15kem0d\ -hq(:1922\ / - —llnqe2563
AN N \ / \ / ._’( L— _ Ml edaken52s1
214 : N N / Ve T T T — —Mlihqe2sgQ i — — —{illfrodoken976shake e
3bears936r2cca \ -ntrulprQSS‘ N \. / \ - - — _ _ _ —
AN -~ - —
W=rrupo5y \ N ! | S ~lnqc2s61 Ml edaken32s1- Ml cdakens3s]
~ —~
e
\ | prerupto1sN ! » “Elltrodoken976aes Mllrqo256 -7 B cdaken32se
\ | entrupiels | LN _Mfrodoker@40shake . - ~ P
P ~ o ~ —
— 7/ V2
-r5nd5kem0d\ \ | | “~lihqc1921 o , Py _ ~ P
\ /s V2 1 edakenb264 - /-ledakem5364
213 kyber768. -hqc1281\ _ledakemcpa32 po _ — _ - -
~ —~ —
/ o
3bears936r2ccax \ /_fﬂgi;gﬁ\Q77 | /-rqc192 / P o« -~
\ — — _ — —lledakem54sl
trulpr953 / \ | /-ledakem12sl g - - -
EECHhi1a5. ® B cdaken1264 | / / P e - — —
> rolloiil® ¢ - -7 _ _ —EECH1edakemcpa52
kyl}er\905512 / tru/lpr1277\ | / . o I
Mllntrulprio / === _ — — —fl1edaken5464
S arutpr ; \ L [icdakenids) . — — & ===
/ \ / ~ —lll1edaker®3sT
212 [CRl3bears1248r2cpa: /-15{(;25 / \ | / / :
/ (W JlLockers e — - — — - -
/ /-rcuohms . ¢ / , - _ _ _ _ —Jll1 edaken34s1
/ — 7 7 — — — —ledaken3364
/ / - — — _
[BBI3bears1248r2cpax: / / / _ /-r°11°ii2§5 / // t; - — _ : T T e = - = o
3bears! / & ‘ ‘ , JMllocker9 @ — — - i = - o — —JlIGH1 edakemcpa53
~ =~ - -
EECEbikel | / 4 “ElCH1edakencpabd — — — _ — —EGHbike13
1377 - _
11 SntruplX77 o e -
2 [BHI3bears936ricpa: Vi ¢ \ o “._—‘.; - - {1 edakem14sl Lo
| | / = _ _ - _ e — —Jllledaken3464
N B R T T T T = — —EEbedakentses
(i ‘.\ntrulprlolii b LN ~ \\ -~ - 2 ~ —lGH1edakemcpa33
[BRI3bears936r2cpax [ ocker?2 .\\ N ~ T -
\. 8~5¥\ [ ] \ e N - —Elocker? - —llntrulpra591761
\ ntrulpr: S~ - \. \ N ~ ~ - == —
3bears624r2ccax: ntrulpr7sd ~ [ § N N ~ L
[BRI3bears624r2cpa: N ~ ~ \-loc\,*ker3\ N ~ - 5 1
210 kyber512 L > ~ N ~ ~ o — ntrup459176
~ & — — —-rollogl\g2 ~ N ~ ~
Q AN = ~ ~ \ N ~ =~
.y N\ N [ § ~ \-loclﬂerd‘\ N ~ ~ _
- - ~ ~
EGE r5nd3ken5d— \-““}“11“76416@ \ = S ; Svort N ~ ~Ellsntrupss591761
. IGE L oga! eqcpaN ~ Mlllocker ~
(Cibearsoztracpes _ - - N\ N > \\ ~ T~ ~ h N h N - “ElICH1 edakemcpa3d .
-r5nd1kem0d—‘ -1ightsaber2/ ® ntr\%ssﬂ)k N ~ > - ~ N -slkep610\
_o® - N N N N ~ _lédz{kemcpau N e ~
— — —
- = - mceliece6688128pct, N N > N - < . ~
29 EGE: Snd1kemdlongkey— — P - e T i ecab688128pe ARtEpTE1.) N ~ = ~ NElllocker6 N ~Hllsikep751 > ‘o
— /-:?\celieceGSj%eillbpceffs\ P N ~ ‘ ake2 ~N ~ N
_ _ 3 ake2 N ~ I ake3
_ Bl trukemdd3— N I-mceliec96688128p ~ N N N
_ - » celiece668842 >~ N N N .\ N [ §
IIGE - 5nd 1kem5d— _ - mceliece6960119pc N / , _Miucelieces1ol ~ElICE 01101128 ~ AN S
- Elnceliece8192128f~ AN N N \ NIl edakem1464 ? ~ »
Phe = AN N “Elllockeri \ ~ N p
_ - - ntruhp§2048677 N ° N ’ “Mllsikep75icomp ,
3 ICH r5ndOkem2iot— ~ A N \ | s’
2 N ~ AN N \ \
ntruhps2048509. N N I /
mceliece6960119f X ~ ~ ~ \ \ | /
mceliece8192128~ ~ N N ~ N N \ \ \ Y
. ~ N
N\
mcelieced60896p6 —08 ™ ™—M™ ™ M9 —98M8¥ MM M8 — ~ - “ElIn truhps2048509 \-ntruh}Ks2048677 N \ | -§\ikep610comp/
mceliece348864pct ~ ~ \ |
~ _ ~ N \-rolil.oj.256 \ \
mcelieceGSMSkemlsﬁe\ N\ \ \ I \-sikep434comp
7 Elnceliece348864pcf— — — — — o _ _ _ _ / — N \-ledakemcpa%a \ |
_______ / ST e o N
2 linceliece348864pc y ~ - _ NG ake t \ \-sikep503 |
i — 1i 348864 ~ =~ -
Eluceliece348864f— — — _ . _ _mf lece Blce\icced608965 ~ ~Elinceliece6688128 _ ) -sikep434‘
T T = celiece460896 sikepS03comp
. | -~
mceliece348864f - NEllntskem1264 ~ ~Elintsken1380
- - Fm 1i 460896 .
Bloceliece348864— - mceliece348864pcC cetiece celiece460896f
26 : : :
212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229

20240910

230



