amd64, hertz, crypto_kem, keypair time, key size, excerpt for NIST Post-Quantum Cryptography Standardization Project

Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair).

Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).

“I€1" means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive. “Hll’ means that the SUPERCOP database does not list constant time as a goal for this implementation.

222
. nceliece6960119f: celiece8192128pct
2 Il £ skemi3136 mceliece8192128f
mceliece6960119pct: e X
*— mceliece8192128pc
i nceliece460896pct \ﬂ
celiece8192128
mceliece348864f:
celiece 6pc
celiece6688128
219
mceliece6960119
Elntskemi26a— — _ meelieced608961 mceliece6688128pc
celiecdg688128pct
18
2 Mloc2563,
ikel3 cellgce6688128f
\ -r?nlskemod 116206960119
\ cellece pcC
rodokem! aes celiece348864
-hqcrmrSQSS\ | | £ 976
217 : : : El£ rodoken640, X ! | ptrodorensys : celiece460896
\
Mlnge2s61, 1\ | [ / Mt rodokem1344shake
N . \ -Hqc2562\ \ | [ /  ltrodokeni3ddaes s
216 Mlhqci192, N \ hfroﬂoken‘&maesl | | / /oy Bl rodokém976shake
.1edakzm1464
\ A < ledakem54s1
Ellhc1922 . \ N \ | -1 e,daﬂemcpa%{ / , Py P P A1 edaken5as
IGH 501 1kenOdy N NN N \\ -hqcﬂssl | I B y / Y 7 P - _ 7 il cdaken5464
3bears1248r2cca \ | | / / 7 [T 'd -
215 [ P 4 -hq\c’\921\ o » \\ N\ \ o Loy / A /-lgda e a(§4/ 7 S R -
qc128rounddy -r\En\la;EQOd\\\ Ca \ iy | P / pencp . - - - _ Ml edaken53sl
/ /s —
llneuhope1024ceay \ NERR N AR \ | | / / / ¢ / & 7 - = il cdaken5364
[GRl3bears936r2cpax: \ \ -hqc256r°un{14\ N \ \ \ I | | / / / /- - _ —
" : ‘ N \ BEICH cdakencpaid, W N \\ N \ ’ AW . | I /-1eda}kezrﬁ:pa53 /o - - - /-l/edakem34sl ’
2 ntrulpri277. \-hqc192 Sundds, N " N \\ N NNV | 11 “ / ¢ / Y '8 // L T T
7 _ — T
3bears936r2ccax NI -\Ie{iakemcpalli\ NN p N N N \ h \\ \\ \\ | I / /frod/okeyl6405hake /.’.// -7 T - ledakem33sl
- 3bearsiasriccan, N NN N N \\\ b\\\\ ey rqus? / 4 e -7 e ——— = — == - - == —Mll1edaken52s1
lac192\ N Y \ | Z &~ _ _— — —jledakem3464
213 ~ mq\mm\ NN hN B QW ‘I 1 é & B — Il cdaken5264
3bears936r2cca N N N e \ / ! 7 - - — — —— — — - —jlll1 ¢dakem3364
ntrulpr101 N NN \\ N o | / ) r's - — —— —_
N \\. o . / } /#1edakemcpa33 - — —flledaken3264 - T T T — — — — —Jllledaken32s1
» AN g ] 1y - — — 7V — — — - — — — = —ll1 edakem13s1
12 -hqgrrbrsl92/ * O T T
2 kyber90s102 o128 O Ushtruplol i - = .—_-_led_akem1364 —————— —JlICE]1 edakemcpa52
—— g N .\‘ .(-1edakem1264 ****** — —fll1edakem1251
crmrsi28— — — @ N ~ - — — —— — T — — - — — = —JlICEl1 edakemcpa3?2
El1ac256— = — - — —
ntrulpr8s7. = B Mllrqc192 o - _ 0000~ —llro110ii256
21 : i -~ @Eni1a5 @ sntiupl277-® . B e C LRI :
kyber76 ¢ ’ S Ml:oll0iitos— ~ ST - — — —llocker9
Elotrulpras91761— — __ kyber90s768 o /ntruhrss701 o o1 18125 - — _ _ T~ \\-\ rolloTite2 & _
__‘_______~ ~ * / \\\\\\ ~ —JllockeT6~ __ — ~Jl1ockers
210 -newhop5512cca~ s 3trulpr761 — . B / .‘\\ — - loc\kerS -
/fj/ o ST -2 - - @
ntrulprGS/‘ _ - [ 4 \ \\ trub{ps 09682 sntrupESB\ o ~Mlllocker2 T ~ _
— ~ ~
_ - \ ~ ~Jl1ockers
kyber90s512 Kyber512 - bd ! / v\ - TEllLogkers
29 : . 2 ntruhps2048509 o . N \ﬂledakem@ml& L T s i kep751
= A N - s1kep
[BH3bears624r2cpa . i » | \—bl e11/ N N [ EVECE L o, —Jlls ikep610
— - ~
Wlsaber2 y / 7/ » | e NN o ~ ~Mlllockeri P
/Ly \ \mmen: 18617 \ O sBerupgs? \ (X - -——__ _ ‘
7y 4 / | AR N OEEeELak TS e —llsikep751comp
28 I/ o / \ \ / \ \ akel: N e
O Sndibensa” "/ I M- trukepdss \EEEE ake 1 N e S T~
L= 4 ;7 | sntrup45917g1 A AN [ h T~ ~lllsikep503— __
[BHI3bears624r2cpax ICH: 514 1kendlongkey’ , \ Vuosss NN ~ - _ - _
-rSI{dlkemOd/ y | st Sp \-r01101192 ~ N =~ o~ - ~llsikep610comp
3bears624r2ccax / MGl r 5hd3kem0d \-}0110i128 \ “llsikep434 T~
27 Y | \ P -~
Wl1aci28 IICEr5rid3kens5d sntrup761 il ruken743 \ ~ ~Jllsikep503comp
EEGH5nd0ken2iot! -rsndskemOd \Mlllsikep434comp
26

25 26 27 28 29 210 211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230 231 232

233

https://bench.cr.yp.to
20240912

234

235

236

237



