amd64, h3neo, crypto_kem, enc time, ciphertext size

Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc).

Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).

“I€1" means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive. “Hll’ means that the SUPERCOP database does not list constant time as a goal for this implementation.

220
_ e
219 =T
Iloddmanhattan256— -
o _
18 Illrersenne756839< - I —Elloddmanhattan192
2 N
Eloddmanhattan1 28~
N ~
~ e
-hqc2561\ )
217 \ /-frodokem1344shake
-kindi . \ _frodokem640shake /
/
| \ -hq<:3563 ,
-lotus256l -110}\02562
16 | | | / /
2% : : ' M indi51231) i Mhgcioz \ L] 7 /Ml rodoken976
| /
\ | \ / 7
ntruhps4096821 \ | | /-sntrhpl()lS \ | / Mt rodokend76shake /
EGHb:ke11 sntrup9s3 |\ ! / /
215 . : : : \\ O \ | : - f_rp . vl - / / / :
[l truhps4096821\ LR \ | ’-hdc1921\ ) | | // / / __ —Mllfrodoken134daes
Ell1<tus192, ! ! VU / / -
indi
N ici é 512241, | \ \ | | / P Y o
; N\ \ \ /
1 [ [0 UEREYCNG | \ j / /
4 \ ¢ « -
2 ———————— frodokem976aes
kyber102 N N N AN \ I /-b%khlii |
-kizhiesesu\ AN : ‘5 / - —Jlllfrodokem640
é =" _
T 7 7 — = — — —Jfrodoken640aes
213 Hl1otus128< | /-sntrup1277
ntr\uh{ss'?()l sntrup10/13 _AMllLocker8
~ < sntrupl277 P - _All1ocker5
o trukem743< N N /-locyrg o - i R————
212 £ruhps2048677: ° o . -
neruips e - - 7 3bears1248r2cca
ntruplus86
3bears1248r2cpa
L : : Kyber76s. : Q : oz~ filintrulprio13 : /M kep610
— —:_’_‘- _ ——-ntru1p_§9‘5_3 - = = ——-ntrulpr857 /
Elnevhope512cca— - - /
ntruplus768: G%—"\- 3bears936r2cca  : _ _ _ _— — —jilintrulpr4591761
[ S 3be@rs936r2cpa —
210 : llnceliece6960119pe~. Elsaber>— — — — . —.—. = ST i U SUONOUSPSSSSO IS PO PROLSS B0 : /
G ntrup1u5576\. — \\ —— T~ - sntrup4591761
~ — — —~ —
-1i\ghtsaber2‘ — — — _—Hlliockerd — __ T~ —Jllsntrup4591761 /
=~ T~ T :
mceliece6960119pct. \mCa,,;%ileiejscse;;ggs%czgpcf — - -sntru\p76\1 - \-ntrulgim_l_ ~~~~~ — ——-51kep/?/51
9 : 3bears624r2cpa -~ - :
2 neoliece6688128F 3bears624r2cca @< _ ~Jllntrulprés3 ¢
~ - [N .t B _ L —
i — ~ - ~
Elnceliece6688128f— —_— N O~ ~N - ~Ellbigquakes , - _ o
— — ~ —
28 Blrsa2048— — — _-E:el_ieEfoSES—_ ‘_.~ - = N ~ - .\\ N \ ~Jllsikep751comp
— — < X
meolioca6960115 nceliece6688128 S Oilockert N % | e N
; b > i gquaked” \ \ i
Ellnceliece348864pcf— — mceliece460896pc < \-ntruhpsmg}sq \e ~ Ellsikep610comp
— — _Mllntsken1R6é%iece460896pct N \ntruhps20485Q9 h | \
- =< T =T ~ ~ N N “llsikep503 \
— = —= snt. 653 N
27 mceliece348864pct — \-nts‘ken<1313§ N ~ R : \ \
— = — N N ~ \-s1kep593comp
mceliece348864pc == > Ny ~ “EGE ake2 \
- N ~ s ikepasa \
Ellnceliece348864pc— — ~ “llvigquakei
6 +6c6348864f— - ~  OIEEGEake1 Mlls ikep434comp
2 nceliece348864 meSTiecedB0896F Mmool ieces102126pct
Einceliccesdsssss— | celiece6960119% liece8192128 Cfe o e
Mlnceliece6960119fF mcellece PC
25

27 28 29 210 211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230 231 232

233

https://bench.cr.yp.to
20240912

234

235

236

237



