amd64, h2atom, crypto_kem, keypair time, key size, excerpt for NIST Post-Quantum Cryptography Standardization Project

Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair).

Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).

“I€1" means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive. “Hll’ means that the SUPERCOP database does not list constant time as a goal for this implementation.

222
nceliece8192128pct /MBllnceliece8192128
221 / mceliece8192128
Elinceliece8192128f— _ , mceliece8192128pc
Mlntsken13136— — — — — — — — — — mceliece6688128pc
220 : : : : : . : : ké .
Wlitskeni3go—~ ~ mceliece6688128
— < —
- ~ T = —
~ -
mceliece348864f mceliece8192128f: -
= ~Jlllnceliece6960119
mcelie
1
219 <
~
~llnceliece6960119pc
mceliece6960119
218 Mlatskeni2ed—
mceliece6960119pc
mceliece348864pct mceliece6960119pct celiece6688128f
17 : : : : R : : B
2 mceliece348864pc: celiece46\0896
\
celiec c
Blnceliecda60896pc N
-frodokem1344shake\ neelieced0596pe
16 \ \Ellnceliece6688128¢
2 -ledakemcpa34\ \ -ledakem54sl\
\ -ledakemllisl\ \ Bl ccakens36e
\ \ \
15 -frodokem6403hake\ \ -1ed\akem3464\ /
2 \ \ \ \ \ _ledakemépa54 / o ~Mllledaken53s1
\ \
3bears1248r2cpa \ \ N | \ | -1eda1§em5464/ 7
/ -
\ \ | \ ~ Bl edaken52s1
3bears1248r2cpax , / ¥ / -
lncwhope1024cca Hll1cdaken1364: \ -
ol4 : : P \ . \ : \ | Yoo /-Lédakem34sl g PR >
\ b N N | \ ¢ o Bl cdakém33sl
N s1248r2ccax -l\edakem1464\ N \ \ | ‘ /. — > e
G 125\ N \ -~
N [ < - .
N A 3bears1248r2cc o h AN : | S o - - ledaken5264
213 N BEH 1 caaxencpal3 > > ¢ T
N edakemcpald| NN N \ Ml cdaken3364 @ —
N if\iresaberQ\ -ledakemcpa14\ \ NN L e o _ e — — — — — = — — —Jll1edakem32sl
N - T == =
kyber1024 N \ \ ntruhps4096821 \ \ séb . P T — — —EEGHedakencpa53
yber - _
1. 13s1 — —
212 \ Ml truhps4096821s, N \ e a\l;em 3 & — _ 7= —lliedaken3264
-newhope512cca\ AN \ \ sn%ru 1977 e . = 4
N \ kyber90s1024 N \ P ~ = - - —JlCil1edakemcpab2
e = — - —
3bearg936r2cca o o~ i - — _
1 N ntruhrss701 -snt}:ploll%\ N -~ —ll1edakem1251
2 B B ;.. [@@3bears624r2cpax < B \ o ~ < ~ = N1 cdskenicpa33
Kkoer768 \ [l truhps 2048677~ T~ ~Mlenerupta ~
~ ~
N ® C sntrup1013 ~ ~
3bears624r2cca- A \ ~ ™~ ~
210 » ~ \-ledakengpa32
Il trukem443, N
[CHl3bears624r2cpa: , \ 4/ N “EEIGH cdaxencp “llledakem1264
\ ntruhps2048509. 953
/ . / \, \ \lllsntrup953 sntrup
kyber512. .
9 : : : ! / Wl trupdgotrer @ — — —MlsikepT5i : :
2 [GRl3bears936r2cpa / / \-snt Dp857 e — — — — === “llsikep610
Hll1ightsaber2— - kyber9057/6é / Q sntrup857
3bears936r2cpax , ntruhps£048677 e - - — — = — — — —Jlllsikep751comp
3bears624r2ccax / / \ S~
28 7 Bt ruken743/ \ T pa—.
kyber9os$12 / e s ikeps3s Tis
/ yber90s: V —
o t ruhps 2048509 sntrup?él N (N -~ i Kkep610
Ellsaber2’ -sntrup653/ \ ~ . ~ N ~Hllsikep610comp
'3bears936r2ccax \ “Mllsikep503comp ~
7 sntrup65 ~ .
2 o503 ~Jllsikep434comp
Wllsikep
26

29 210 211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230 231 232 233 234 235 236 237

https://bench.cr.yp.to
20240908

238 239 240 241



