amd64, cezanne, crypto_kem, key size, ciphertext size, excerpt for NIST Post-Quantum Cryptography Standardization Project

Horizontal axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).

Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).

“I€1" means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive. “Hll’ means that the SUPERCOP database does not list constant time as a goal for this implementation.

https://bench.cr.yp.to

215
Mg c2562
-hqcrmr5192\ a° lngc2563
c192 / qc frodokem1344 (aes, shake)
Mllhqc128, \ Jinq e
-hqc1921\ / _ W26
P C.
llhqc128roundd \ -rqc256\ \ \ / / ~ == a4 [ —lihqc2561
N \-hqcrmr5128\ \\ Ellhqc192rounddy \ | / ,./ - == ==
N _ ==
214 1 cdakent 264<; N Ml qc192( N N A \ / O T T T
N N N IGH: 501 Lkem0dy N v / o . H\-fﬁdﬁerﬁ7ﬂae?, shake) — — — — — — —Jllfrodokem976
EGHbikell\ ~ N \ N N NN \ e i~ T = - —
N N N N \ \ / ~Mllhqcrnrs256 T T — — —EEGE:5n15kem0d
-newﬁo e1024ccan N N N \ AN \ \ \ \-h 256 a4
{ N \Ellhqt 1281, N P d qc256roun _ _ — — —liedaken52s1
ntrulpr953, \ N\ N N N a A N A A ) \ e — — — T - = === —Jillf rodokem640
\ \ \ - === — T = - = 77
N \ A ° \ .- £ rodokem640 (aes , shake)
\ N e ~ — — _ _ __ _ _
513 MRV e -hqcasa_w ——————————— — G 5n13ken0d
El1ockerss N\ \ NG T T T T T T o — T _—_- —! ledakem5264
\ \ EMledakem32sl— _o - . T T T T T = = = = = —llledaken53s1
lfiresaber2s, N N » N g
NN N e
~ N N \.\. \ _ il edaken3264 D i e i —ll1edakem54s1
El1ocker3 o )_ -~ e — — — - — — — — — = —Jll1 edakem5364
N NN Y N T Y U N NN e e e L e = — = —-ledakemSSSl
El1ac192< - - — - — = ————— = = = —
ledakem12s]y - — — — _ _
12 S -\e axemtesy « 7 & — 1 cdaken5464
2 N I EEICH1 edakencpab2 A —Jll1 cdaken34sl
G r5nd5kemOd~. N N N N ® e~ — — —
mEralpr8s7a o N Y N NU AN Y N Eockersz, N~ + . omE@Wlcdakemcpass . T T T —m———— —Hll edaken3364
o trulprdb91761~ > NN g e L = — — —flliedakem3464
-~ ~
“Hlllocker2- N N N N N e e et Sl —JlGHl1 edakemcpa54
~ - -~ —-ledakemcpaBQ
= ~
211 Wl 6ckers< : K T ~illledakeni3s] mceliece6960119pc(, )
~ — _ntrulpr761 — —lllocker9
Inewhope512cca— T = - — _ _ .
[ P — _ — i cdakeni4sl mceliece6688128pc(,f)
ber2— __ = -
-sa er == - — _ - -1edakemcpa33
BlCHr5nd5kem5d— — = - mceliece8192128pc(,f)
- T = — —Jllrollo0ii128
210 Mac128— — — — — — . _ __ ~ i edakemcpa34
ntrulpré53 3b:ar‘s*1248r3:ca,3bears1248r2c\cai.’;-3biarsi248r2cpa,-Sbear51248r2cpax
sntrup761. Hlllockeri— ~ —Ell1ocker7 = -
-lightsaberQ— —_ = - /-ntskem13136
~Jlll edakem1464
EGHrsndikem0d— — — — — — — — — — — — — -o kyber (,90s)1024 /
sikep76l— — —(— — — — — — — — — — — — — !
lsixep e mceliece460896pc (,f) /
29 EGE r5ndikemdlongkey— — T : T ntrulprio13 j
ECHr5nd1kem5d—
Mllsikep7Sicomp— — — _ _ _ _ - ’/ - mceliece460896(,f) /
__ % ~ S > /
EECH5nd0ken2iot— — — — , Y Bbear\s93<6r25ca,\"!bears936r2ccax,-3bears936r2cp >IBfll3bears936r2cpax |
~
o / ~ ~ =~
) - == — /—'/ / / - “~ElICE1 edakemcpal?2 sntrup953 /
s ikep610comp - Yo' ~
— / ~lCi1edakencpald /
. _ - . , Y mceliece348864pc(,f) ‘
— -
2 . e = A
Mllsikep43s— _ 5l y y / ~ - [ kem1264
e - P 7 / / / “~ElGA1cdakencpal3 \
s ikep503comp” / / / / / \
v / / ntruhps4096821
/ \
7 / -
/ / / / ar5624r2ccax,-3bea>3624r2cpa,-Sbear5624r2cpax -
/ ; \ ;
[ Y / / m ronasd | N mceliece348864(,f) P - celiece8192128(,f)
27 sikep: comp / nt}ru em \-ntrukem743 ‘ _
BCH ke 1/ / | P celiece6688128(,f)
i / laked Ellntsken1380”
s ikep503 / ICE 1 ake \ T p—, sntrup653
-sikepGIO/ ‘_rolloilQS mceliece6960119(,f)
26
25 26 27 28 29 210 211 212 213 214 215 216 217 218 219 220 221 222

20240910

223



